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Abstract- Due to prevalent issues of crime, enhanced by modern digital technologies, it has become
necessary to find better ways of improving the methods used in digital investigations. Digital forensics
addresses the specific need to be able to extract legally admissible evidence from computer systems,
networks and other computing devices that can be used to successfully prosecute digital criminals. This
process has become more time consuming and complex as the volumes of data requiring analysis continue
to grow. In this study, an evaluation is made of data mining algorithms that can best establish the
rele.vance of a digital device to a criminal case without the need for in-depth forensic examination. Thus,
an improvement was affected on classification accuracies of two different data mining algorithms, namely
K-Nearest Neighbours and Neural Networks. This was achieved by mitigating the effects of imbalance and
overfitting in the dataset; and obtained results compared with a specified benchmark. The results show
that when the pre-processing data techniques, of synthetic oversampling, training exemplars
randomization, and better feature selection techniques were applied, the two selected algorithms
outperformed some others.

Index Terms—data mining, digital forensics, classification algorithms, triage process.

establish the relevance of a digital device to a

b i criminal case without the need for in-depth forensic
The enormous volume and complexity of data examination.

handled in the process of digital forensic The digital forensics triage process begins with
investigation has become a prominent challenge in initial acquisition and imaging of any media as
this field. Kryder's Law states that "the density of evidence. Triage results are comprised of summary
information on hard disks has been growing ai an information about a collection of media being
even faster rate, increasing by a factor of 1000 in investigated and are used to prioritize media for
10.5 years, which corresponds to a doubling further investigation. Reports generated for triage
roughly every 13 months“[1]. Professionals involved analysis should allow for immediate exoneration of
in digital investigation are faced with greater innocent suspects by isolating and removing of
challenges in the use of current tools to locate vital unnecessary media.

evidence within such massive volumes of data. As a 5 Titerature Review

result, it is difficult for digital investigators to . ‘
conduct the forensic analysis process in a cost In this area, much work has been done seeking to

effective and timely manner. It is also known that create offence .related templates by categorizing
the quantity of data which can satisfactorily offences according to common features_. Gomez in
[2] already identified the need to train Machine
Learning classifiers on the basis of of'fence—relutes{
features which is very similar to the idea of
searching devices following an offence-specific
emplate. Hong in [3]. has recently addressed the

incriminate a suspect is usually small in relation to
the entire mass of data divulged from seized digital
storage devices. This not only will delay the process
of investigation, but will also interfere with the

suspects privacy rights. It is expedient in this 1 : ‘ d |
situation to have a way of setting priorities tor the problem of implementing a comprehensive Digital
§ 1 I'ti T 2 : st an

analysis to dramatically cut the response time. Il I'riage methodology capable of meeting K?rct
: e O e 7 spect” -vac

of the solution would be to evaluate improvement to legal system’s demand for suspect's privacy

data mining algorithms to see which can best protection during a criminal investigation. The cite
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author claims that the seizure of a storage drive and
consequent creation of forensic images have led to
gross violation of suspects privacy rights as the
incriminatory information that may be found
represent only a minimal part of it. The work of [4]
in finding a solution to multi-user data ascription
problem, showed, after tests. that C45 was
preferable to KNN as a classifier in such criminal
case. The choice of the two algorithms was taken
because of the ease with which C.45, particularly,
could be explained to non technical legal persons in
court rooms. In the field of bulk data analysis, as an
alternative solution to data extraction and analysis
with digital forensic tools currently in use, [4]
developed bulk extractor. a carving and feature
extraction tool which allows a raid triage process
[5]. In the works of [6], the authors evaluated the
performance of Bayesian Networks, Decision Tree,
Locally Weighted Learning, and Support Vector
Machines. On average, it was observed that the
Bayes Network algorithm resulted in best
performance according to selected relevant offence-
related features.
The conflict of the obtained results from earlier
studies on the same subject informed a closer
examination of the possible effects of over-fitting
and imbalanced dataset problems on the
performance of classification algorithms, and to see
if mitigating these effects can bring any harmony in
the results.

2.1 Choice of Algorithms

Here, we present an analytical description of four
selected classification algorithms which would be
compared to each other after employing techniques
that can mitigate the two common problems of over-
fitting and dataset imbalance. The algorithms were
selected based on conflicting performance results
obtained by different authors viz: in the earlier work
of [7], the performance of four classification
algorithms to a set of data for predicting students’
performance across 4 technical trade areas was
evaluated and the results were comparably accurate.
But decision tree proved to be the most accurate
classifier. In [4]. as was noted earlier, the author
tested and compared two Machine Learning
algorithms for classification tasks, where decision
tree (C4.5) also was reported to have produced
better results: However, In [5], the author evaluated
the performance of four algorithms, and observed
that the Bayes Network algorithm resulted in best
performance according to selected offence-related
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features; while, the authors in [8] found that
Multilayer Perceptron was a better algorithm across
five different data sets. Concerning the instance
based learning algorithm, (KNN), it was also noted
in the previous work of [7] that building the model
is cheap, and also that given our type of data set,
where the number of attributes are fairly small (less
than 20), and also a lot of training data to use, KNN
is a preferred algorithm. Thus, we choose to apply

improvement measures to K-Nearest Neighbour and

Multi-Layer Perceptron along with other algorithms

and evaluate their performance against a baseline

result obtained in [7] for the selected algorithms.

The following is analytical description of the

selected algorithms.

A. Decision Tree Algorithms

Tree classification algorithms; appear to be most
useful in understanding critical data distribution,
[9]. A decision tree algorithm typically optimizes
some information theoretic measure, like
information gain, on a training set. The generation
of the tree is done recursively by splitting the data
set on the independent variables. Each possible split
is evaluated by calculating the purity gain it would
result in if it was used to divide the data set D into
the new subsets S= {D;, D,..., D,J. The purity gain
is the difference in purity between the original data
set and the subsets as defined in equation 1 below,

where P(D,) is the proportion of D that is placed in

D,. The split resulting in the highest purity gain is

selected, and the procedure is then repeated

recursively for each subset in this split.

gain(D, S) = purity(D) Xi_, p(D;) = purity () (1)

One of the algorithms that implement this process
C4.5 seeks to optimize the measure of data disorder
resulting from the splits. This measure is the entropy
E. The binary entropy function, denoted by Ha(x) or
H, (p), is defined by [21} as “the entropy of a
Bernoulli process with probability of success P(x=1)
= p. Mathematically, the Bernoulli trial is modeled
as a random variable x that can take on only two
values: 0 and 1. The event x =1 is considered a .
success and the event x = 0 is considered a failure™

If P(x = 1), then P(x =0) =1 =P and the entropy
of x is given by

Hz(x)=xlogi-+ (l—x)lo‘gi (2)
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‘J48 is a Java implementation of the C4.5 algorithms
in the WEKA data mining tool.

B. K-Nearest Neighbour (KNN)

KNN is a supervised learning algorithm, with k
training samples which generate the rules by
themselves without input from any external source.
Test samples are categorized. and a test sample’s
allocation to a category is determined by the
probability level of that category measured by its
nearness to the test sample, in relation to other
samples in the neighbourhood. The classification
process of a typical sample X according to [10] in
[11] is as follows:

= Suppose there are j training categories C,. Cs. ..,
C; and the sum of the training samples is N
after feature reduction, they become m-
dimension feature vector. Make sample X to be
the same feature vector of the form (X, X,...,
Xw), as all training samples.
= Calculate the similarities between all training
samples and X. Taking the ith sample d; (d;,
di. .., din) as an example, the similarity SIM(X,
d;)is as following:
T
VO i

xjdu‘

siM(x.d;) = 3)

= Choose k samples which are larger from N
similarities of SIM(X,d,),
(i=1,2,3,..,N), and treat

them as a KNN collection of X. Then, calculate the
probability of X belonging to each category
respectively with the following formula:

P(x.C;) = Lo SIM(X.4)). y(d;C;) (4)
Where y(d, Cj) is a category attribute fi unction,

which satisfied

1.d; €(

y(d..C)) ={0.a', o (5)

Judge sample X to be the category which has the
largest P(X, C)).
The degree of the nearness of trainigg samples to an

unknown sample is defined in terms of various
distance measures. one of which is the Euclidean
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distance. This distance between two wints,
X =(xy.x;..xq) and ¥ = (y;.y, ..y,) according to
[12]is

d¥.¥) = JEr (X)) (6)
The unknown sample is assigned the most common

class among its k nearest neighbours.

C. Neural Network Classifiers
Mudtilayer Perceptron:

A Multi-Layer Perceptron (MLP) according to [13]
is a feed-forward neural network with one or more
layers between input and output layer. Basically
there are three layers: input layer, hidden layer and
output layer. Hidden layer may be more than one.
Each neuron (node) in each layer is connected to
every neuron (node) in the adjacent layers. The
training or testing vectors are connected to the input
layer, and further processed by the hidden and
output layers. The idea behind a Neural Network
(NN) is that a very complex behaviour can arise
from relatively simple units, which are referred to as
artificial neurons, acting in concert. Used in legal
domains such as money laundering and credit card
fraud detection, a nmetwork of artificial neurons is
designed to mimic the human ability to learn from
experience [14].

A Multilayer Feed-Forward Neural Network

According to [15] “a multilayer feed-forward neural
network is the type of neural network on which the
back-propagation algorithm performs. The inputs
correspond to the attributes measured for each
training sample. The inputs are in the input layer.

Fig 1: A multilayer feed-forward neural network

The weighted outputs of these units are fed
simultaneously to a hidden layer. The hidden Ia.yer s
weighted outputs can be input to another hidden
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layer etc” Usually only one hidden layer is used (see
Fig.1) above.

The _output layer. which emits the network's
prediction for given samples, is made from last
hidden layer output. The network is feed-forward,
bes:ause none of the weights cycles back to an input
unit or to an output unit of a previous layer.

Back-propagation

Back-propagation leamns by iteratively processing a
set of training samples. It compares the_ network's
prediction for each sample with the actual known
class label. The weights are modified to minimize
the mean squared error between the network’s
prediction and the actual class for each training
sample. These modifications are made from the
output layer through each hidden layer down to the
first hidden layer. The algorithm will be described in
four steps:

1. Initialize the weights:

The weights and the biases are initialized to small
random numbers in interval —=1.0 to 1.0.

2. Propagate the inputs forward

The net input and output of each unit in the hidden
and output layers are computed. The training sample
is fed to the input layer of the network. For unit j in
the input layer its output is equal to its iI}pi:ll for
input unit j, 0; = I; The net input to each unit in the
hidden and output layers is computed as a hnear
combination of its inputs. To compute the net input
to the unit, each input connected to the unit is

multiplied by its corresponding weight, and
summed: [16].
r,v=5_'.,-wf,.-0,-+9;- (7)

Where w;is the weight of the copnecticm from unjt-i
in the previous layer to unit j O; is the output of unit
i from the previous layer. [J; is the bias of the unit.
Each unit in the hidden and output layers takes its
net input and then applies an activalipn funcﬁon to
it. The function symbolizes the activation of the
neuron represented by the unit.
S (8)

i = ter

3. Back-propagate the error
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Thf: error is propagated backwards by updating the
weights and biases to reflect the error of the
network’s prediction. For a unit j in the output layer:

Ern = 0,(i- 0,)(T; - ) ©

where O; is the actual output of unit j, T; is the true
oulpu.t and Oy(i-0)) is the derivative of the logistic
function. The error of a hidden layer unit j is:

Erp = Q(i—Oj)ZkErrku};,. (10)

where wy, is the weight of the connection from unit j
to a unit k in the next higher layer, Err, is the error
of unit k. The weights and biases are updated to
reflect the propagated errors:

ﬂWi_i = G)EITIE}.

Wy = W)y + AW an

where AW;; is the change in weight w;; and i is the
learning rate. A constant i has typically a value
between 0.0 and 1.0. A rule of thumb is to set the
learning rate to i/t, where t is the number of
iterations through the training set so far. Biases are
updated by following equations:

A0; = D Em
8,- = 9,: + Bﬂ,

where Ag; is the change in bias g.

(12)

4. Terminating condition
Training stops when:

* all Aw; in the previous epoch were so small as to
be below some specified threshold, or

« the percentage of samples misclassified in the
previous epoch is below some threshold, or

« a pre-specified number of epochs has expired.

D. Bayesian Classification
Bayesian classifiers are statistical classifiers that can
predict class membership probabilities, such as the
probability that some sample belongs to @ paruculal.'
class. This classification is based on Bayes theorem;
it has high accuracy and speed when applied to large
databases.

Bayes Theorem

Let X be a data sample whose class label is
unknown and H some hypothesis, that the X belongs
to class C. The probability that H holds given the X
is P(H|X). P(H|X) is the posterior probability of H
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conditioned on X. P(H) is the prior probability of H.
P(X|H) is the posterior probability of X conditioned
on H. P(X) is the prior probability of X. Bayes
theorem calculates the posterior probability P(H|X)
from P(H). P(X) and P(X|H).and is expressed by
[106] as:

P(Hy) = ZEEEED

(13)

Naive Bayesian Classification

Naive Bayesian classifiers assume that the effect of
an attribute value on a given class is independent of
the values of the other attributes. This is called class
conditional  independence.  Simplifying  the
computations is the main reason why this technique
is used. The naive Bayesian classification algorithm
work according to [16] should be divided into five
steps as follows:

. Each data sample is represented by an n-
dimensional feature vector X = (x;, X,, ....X,) where

n measurements are made on sample from n
attributes.

2. Suppose that there are m classes C,, C,... C,.
Given an unknown data sample X, the classifier

will predict that X belongs to the class having the
highest posterior probability, conditioned on X. The
naive Bayesian classifier assigns an unknown
sample X to the class C, iff

Pcix) > P(Clx)for1<j2m,j#i
Then we maximize P(C|X):

Pcily) = 2

(14)

3. As P(X) is constant for all classes, only
P(X|C)P(C;) need be maximized. The class prior
probabilities may be estimated by P(C)) = % where s
is the number of training samples of class C; and s is
the total number of training samples.

4. Because of computation reduction, the naive
assumption of class condition independence is
made. There are no dependence relationships among
the attributes.

PCilX) = T1E., P(xx1C)

The probabilities P(x,|C).P(x2|C)). P(X,|C;) are
evaluated from the training set:

(15)

« If A, is categorical, then:
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5
Plx lc) == (19

l‘
where s, is the number of training samples of class
C; having the value x, for Ay and s, is the numb r of
training samples belonging to C..

* If Ay is continuous-valued then the attribute is
assumed to have a Gaussian distribution:

; _l’z-i'-uc]:

e 2ed,,

P(xilc) = g(xpuC.0C) =

|irGc,
v
(17)

where glx;.uC;.¢C) is the Gaussian density
function for attribute A, while uC; and o€, are the
mean and standard deviations.

5. P(X|COP(C) is evaluated for each class C,
Sample X is then assigned to the class C; iff

P(X|C)P(C,) > P(X|C)P(C)) for 1 <j<m, j#i.
2.2 Handling Dataset Problems

The larger class advantage is a common problem
during mining of skewed datasets. Models generated
tend to be more “predictive for the larger class,
while delivering performance which is poorly
predictive for the minority classes [17]. The case
arises naturally as classifiers will produce results
that characterize the entire available data under
processing. Thus, a less relevant class may obtain an
undue recognition in the process. There are 5 types
of problem that occur when learning from skewed
datasets [17): Incorrect evaluation measures,
absolute scarcity of data, the number of items that
belong to the minority class being small when
compared to the total number of samples: this can
make it difficult to observe patterns within the
minority class and data fragmentation, this can be a
problem as most classifiers utilize a divide and
conquer approach. It causes a continual division of
the learning space and results in situation where
patterns that are found in the data as a whole cannot
be found in the resulting partitions formed by this
divide and conquer strategy. There may be also
inappropriate inductive bias and noise. To overcome
these problems,[18] also collated a number ol
approaches to overcome these problems. These
include, using data mining algorithms that can cope
with the class imbalance, use of more appropriatc
evaluation metrics (F-measure, G-measure, AUC
values). (Metacost procedure), over sampling, COst
sensitive learning. boosting etc. These methods
according to the author can be divided into two
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general approaches: These are data methods and
algorithmic methods. For the algorithmic method,
cost sensitive learning is popular. The data centric
solutions generally involve re-sampling i.e.. use of
over/under sampling methods along with methods
for creating artificial samples. On the other hand;
the limited number of training samples has a way of
causing the overfitting problem during the process
of validation. Following are some strategies that
mitigate dataset problems

E. Data Pre-processing

In feature selection, the main dataset is converted to
a new dataset and at the same time. forcing a
reduction of the dimensionality. This is done by
extracting the most relevant features. Conversion
and dimensionality reduction will achieve two
results; one is that the data set pattern will become
clearer and more understandable. Two, more
reliable  classification becomes tenable by
concentrating on the most important data which
keeps the maximum properties of the main data.

A popular way to achieve this is to either over-
sample the minority class or under-sample the
majority class. One popular versions of over-
sampling, SMOTE, (Synthetic Minority over-
sampling Technique)is achieved by creating new
synthetic examples.

Synthetic examples are generated by operating in
the “feature space” rather than the “data space” [19].
The synthetic examples cause the classier to create
larger and less specific decision regions ratht?r th'an
smaller and more specific regions. The minonty
class is over-sampled by taking each minority class
sample and introducing synthetic examples'alo-ng
the line segments joining any/all of the k minority
class nearest neighbours. Depending upon the
amount of over-sampling required, samples from thp
k-nearest neighbours are randor'nl‘y chosen. This
approach electively forces the decision region of the
minority class to become more general.

F. Attribute selection ‘
In the attribute selection process, there are two main
approaches; the wrapper, and filter approach.l The
wrapper approaches the actlfal data. nunl_:plg
algorithm in its search for the at‘mbule sub'sels whi
in the filter approach, undt:mrat?le a.ttnbute?‘ are
filtered out of the data before classification begins.

Filter Method
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The filter attribute selection method is independent

- of the classification algorithm. Filter method is
further

categorized into two types: attribute
evaluation  algorithms and  subset evaluation
algorithms

The algorithms are categorized based on whether
they rate the relevance of individual features or
feature subsets. Attribute evaluation algorithms rank
the features individually and assign a weight to each
feature according to each feature’s degree of
relevance to the target feature. The attribute
evaluation methods are likely to yield subsets with
redundant features since these methods do not
measure the correlation between features. Subset
evaluation methods, in contrast, select feature
subsets and rank them based on certain evaluation
criteria and hence are more efficient in removing
redundant features. The main disadvantage of the
filter method is it ignores the dependencies among
the features and treats the features individually.

Wrapper Method

The wrapper method is slower and more expensive
than the filter method. The interaction between the
features subsets in maintaining the dependencies
between the features are the main advantages of
wrapper method. ‘Wrapper methods are better in
defining optimal features rather than simply relevant
features. They do this by allowing for the specific
biases and heuristics of the learning algorithm and
the training set. This method uses the backward
elimination to remove the insignificant features from
the subset. It needs some predefined learning
algorithm to identify the relevant feature. It has
interaction with classification algorithm. The over
fitting of feature is avoided using the cross
validation.

Train set
o ==

1
==
——= " Training mode:
tre»-l’rocasslng Learner algorithm
Test se_t o _'—_Tﬂa_ﬁng mode: ‘
SESE " oo
| Resut anaiyie |
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Figure 2: Model for Machine Leaming System

3.0 Methodology

A Model for this Machine Learning processes
presented as captured in Fig. 2 inciude.,

Training set creation.

Exemplars of known class (through previous
observations) are collected and used to populate the
training input matrix. This constitutes the input to
selected classifiers.

Pre-processing

The pre-processing module essentially aims at the
feature extraction/selection. It finds the appropriate
features for representing the input patterns by
segmenting the pattern of interest from the
background, removing noise, normalizing the
pattern. and any other operation which will
contribute in defining a compact representation of
the pattern.

Training Mode

Selected algorithms process the training input
matrix which has two major categories: multiclass
and binary categorization methods. In multiclass
categorization, instances are classified in accordance
with the closest offence category in the training set.
Binary categorization is where a classifier is trained
per each offence category. This will be adopted in
our analysis.

Learning accuracy evaluation.

The model is validated using a Confusion Matrix,
with the following performance indicators:
Precision, Recall, and F-measure.

Test set creation.

After training the classifiers, and learning accuracy
has been determined, the model if the accuracy is
satisfactory, begins to classify new test instances.
This has been populated with data extracted from
the digital devices provided from law enforcement
agencies, either seized directly from suspects of
collected from the crime scene using i scarch i
warrant. A test instance is created per each device
and the test input matrix is populated as a collection
of all the available test instances. =

Test set classification and performance evaluation.
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Selected learners are fed with the created input
matrix and test instances are classified accordi igly.
Testing accuracy is computed according to the three
selected performance indicators.

3.1 Experiments

The following experiments were used to explore
how setting the three parameters of the dataset,
namely order of training instances, number of
training instances, and number of attributes, in
validation folds, would improve classification
accuracy and solve the two inherent issues of the
dataset.

WEKA, an open source machine learning suite was
used in the analysis. In WEKA, datasets have to be
formatted with inbuilt tools to the ARFF format.
Experiments are then carried out as many times as is
needful to produce a consistent output. The average
accuracy is recorded.

WEKA has inbuilt data pre-processing facilities four
of which was used in this study. The first seeks to
modify the distribution of Exemplars, by changing
the order of training instances within the validation
folds. This processing filter is called RANDOMIZE
in WEKA explorer, It is used to correct the effects
of over-fitting during validation and improve
learning accuracy. The next analysis used SMOTE
(Synthetic Minority Oversampling Technique),
which was employed to beef up the number of
minority training samples thereby solving the
problem of data imbalance. Finally, WRAPPER and
FILTER methods were used for attribute reduction,
by removing redundant or useless features in the
dataset and also achieve automatic attribute
selection to verify possible improvement in learning
accuracy.

Model Performance Measures (The Confusion
Matrix)

In an imbalanced classification problem, the
minority class is often referred to as the positive
class and the other one as the negative class.
Samples can be categorized into four groups after a
classification process, which is denoted in the
confusion matrix Table 1, presented below.

Table 1: The Confusion Matrix

/55) |
[56] Actual
Class

|57] Predicted Class
[59] Negative

[58] Positive
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- [60] Positive | [61] True [62] False Negative
Positive (FN)
: | (TP)
| [63] Negative | [64] False [65] True Negative
(TN)

| Positive (FP)

Samples in the positive class are usually regarded
high identification importance: therefore. we only
evaluate our approach based on the performance of
the positive class. In general. there are two well-
accepted measures [20] True Positive Rate (a
measure of Precision) and Positive Predictive Value,
(Recall. a measure of sensitivity). True Positive Rate
(TPR) is defined [19] as:

= _ TP
Precicion = — (18)
Positive Predictive Value is defined as
TR
Recali = _— (19

To balance these two measures. F-measure is
suggested in Wan er al. (2014) which is defined as

_ [+ F2)xTPRX PPV
F_msasure = e — (20)

Where corresponds to the relative importance of
TPR versus PPV and it is typically set to 1. The F-
measure incorporates TPR and PPV into a single
number. It basically represents a harmonic mean
between them. It follows that the F-measure is high
when both TPR and PPV are high. This indicates
that F-measure is able to evaluate the performance
of a learning algorithm on the class of our interest.

System Research
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We analyzed thirty different digital disks, to make o
case study concerning copyright infringement
offence in the Nigerian legal system environment,
Disk images were created from the storage disks
which were used as the primary dataset. The disk
images were processed for file, system information
using extraction scripts based on Sleuth Kir and the
Bulk  Extractor.  The extracted features werc
analyzed 1o obtain the number of its appearance per
training instance. The data was then classified in
WEKA. In this study, we adopt the results obtained
in our earlier work [7] to serve as the reference
baseline. Those results were first, reprocessed (o
obtain  values consistent with our chosen
performance measures. We then compared it with
results of current analysis. Classifiers” learning
accuracy was computed according to the selected
performance measures i.e., Precision. Recall and F-
measure. In the training input matrix, we had 17
attributes, and 30 available training exemplars
(digital storage drives).

4.0 Results

In the work used as the reference baseline, we
evaluated the performance of K-Nearest Neighbour.
Decision Tree, Neural Networks and Bayesian
Networks, on the training input matrix, using 10-
fold cross validation. In this regards. Table 2
Hlustrates related validation output representing the
reference baseline against which the results of the
present study have been compared. Subsequent
results follow.

Table 2: Reference Baseline Results

1o — o —— |l kNN
05 II I‘
T
' » S ’ & e = Fecall ' - - o
" 4';,«"’6 prave— Lal “; k[“ J48 | NN | BN
L ) 1 ’
o Classification Algorithm
0.8 071108107107
Precision 5 0.8 g 8 9 8
0.8 07108107107
Recall ) 0.76 A 3 s 5
0.7 06108107107
F-Measure 9 0.78 3 3 5 4




!"h"""”"ﬂﬁf Jowrnal Fif !’J('lfﬂ.('ﬂ’ and Teleo ot e afeon Sestenm Wosearch

he Base classiticrs were i pro-processed belore
the tests and 10-10ld cross validation wis «mployed

I testing classifier aceuracy,

A, Ettect of randonuzing the Exemplars

Vodime & Sumber 8 September 006

lo deal with the probable effect of overfivi g

Exemplars have to be randomized in advance belore
testing An estimate of the training accuracy showed
remarkable improvement of the base classifier. as
shown in Table 3.

Table 3. Aceuracy performance of randomized base classifiers

ug. KNN
@
EIlEN
Y
» Recall
K KN PN MS MM BN = )
| 2=10: %=%; $=1; 3 Fhdesuse k=10 Li k=11|J48 | NN | BN
Classification Algorithm
Prscitca 0.8 0.8
' reciion 088 | 3 |osi oo 1 |08
: , 0.6 08 | 0.7 | 0.7
Recall 0.87 9 0.76 5 g g
. " 0.8 0.8 | 0.7 | 0.7
F-Measur 0.84 3 0.69 4 9 6

It is clear from the result that the skewed
distribution of Exemplars adjudged 10 be culpable
(4) and those thought could be exoncrated (11),
allected the accuracy. The process of randomization
balanced the training set and improved he accuracy
of the base classifiers.

B Effect of Oversumpling the Exemplars.

This was done by setting the minority and majority

class elements to 15 each. lLe., the minority class
was oversampled froml | to 16. This in addition o
randomization (necessary to avoid the possible
reverse effect of oversampling during validation.)
brought a significant improvement on classification
accuracy as observable in Table 4.

Table 4: Performance of ¢lassifiers under combined efTect of randomization and oversampling
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As \u'iuld be expected. KNN improved better
with higher values of k. and NN,

C Eflect of Attribute number veduction and
automatic fedature selection,

In this test we stll need to keep the minority
class exemplars oversampled. as in previous (est.
as well as randomizing training exemplars: then
we reduce the number of attributes by reducing

the feature space dimensionality (Wrapping). We
f:ttuld do with a (filtered) feature subset of 6
mstead of 30,

The combined efleet of wrapper and filter
methods applied brought maximum improvement
to all the base classiliers as shown in Table 5.

Table 5: Improved performance of Base classifiers
proved performance of Base classifiers through wrapper and filter methods

M; 28 . s B 1o KNN
a8 ' . 4 ' = Precision |
0.8s o | =
0e ‘o ; ! § = L] R(k'[.ﬂlll
A AR, e S & FlMeasurd &=1 | k= k=] J4
S SE S o | s |1 |a |™N|BN
Classification Algorithm
Praeisish 091091090909
0991 7 4 9 9 9
Rovall 09 0910910910909
: . slolol 9| 7
. 09 |08109]09 |09
F-Measur 99
casure 0.9 3 7 9 9 -
5.0 Conclusion References

The results achieved in these experiment
show that all the selected learners, duly pre-
processed,  performed  better  than the
baseline when the data is balanced. KNN
(with k = 3: 5 equivalent to the baseline
achievement of  Bayesian  Networks.
reducing the feature space dimensionality fo
one dimension only resulted in the best
achievable classification accuracy, which is
equivalent to the Bayesian Network baseline.
A feature subset consisting of 6 out of 30
attributes  has been selected, scoring an
information gain above 0.9, and resulting in
better classification accuracy with regards to
the baseline. We conclude, therefore. that
Neural Network classifiers can deliver a
better performance than Bayesian and Tree
based classifiers il appropriate measures ure
undertaken to mitigate the elfeet of data
over-fitting and imbalance. 1t can achieve

obtainable classilication
than Bayes and  other

max i
accuracies
aleorithms.
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