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ABSTRACT

As cyber threats continue to grow in sophistication and scale, it has become increasingly clear that
traditional technology-focused cybersecurity approaches are insufficient on their own. This article
advocates for a human-centric cybersecurity paradigm that integrates psychological insights and
socio-technical systems thinking to address the complex interplay between human behavior,
organizational culture, and technical infrastructure. Drawing on cognitive psychology, behavioral
science, and systems engineering, the paper explored key human factors that influence security,
such as cognitive limitations, social engineering susceptibility, and security fatigue. It examined
the value of user-centered system design, adaptive security measures, and policy frameworks that
align with real-world user behavior and organizational dynamics. Additionally, the article outlined
a conceptual framework for human-centric cybersecurity and identified future research directions,
including the quantification of cognitive biases, evaluation of gamified training, as well as
embedding security metrics into organizational performance. Through the promotion of
interdisciplinary collaboration and laying emphasis on the central role of human agents, this work
aims to guide the development of more resilient, effective, and ethically grounded cybersecurity
practices.

Keywords: Human Factors; Socio-Technical Systems; Psychology; Behavioral Science; User-
Centered Design; Security Culture.

1. Introduction
Cybersecurity has traditionally been approached from a technical standpoint, which focused on
cryptographic protocols, intrusion detection systems, and network defense mechanisms. However,
as cyber threats continue to exploit human vulnerabilities rather than system flaws, it has become
increasingly evident that a purely technical perspective is insufficient. The collapse of the
traditional network perimeter, the rise in sophisticated cyber threats, evolving regulatory mandates,
and the ubiquity of cloud computing collectively underscore the need for a new cybersecurity
paradigm (Okpala, 2025a). Modern cybersecurity challenges demand a more holistic, human-
centric approach that integrates insights from psychology, behavioral science, and Socio-technical
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systems theory (West, 2008; Sasse et al., 2001). Human error remains one of the most significant
factors in cybersecurity breaches. Reports consistently indicate that users, whether through
negligence, lack of awareness, or manipulation, are often the weakest link in the security chain
(Verizon, 2023). Phishing attacks, weak passwords, and unintentional data leakage are frequently
cited as primary causes of security incidents. These issues highlight the need to better understand
the cognitive and behavioral tendencies that underlie human decisions in digital environments
(Parsons et al., 2010).

Psychological insights offer powerful tools for understanding and influencing security-related
behavior. Theories such as the Theory of Planned Behavior (Ajzen, 1991), Protection Motivation
Theory (Rogers, 1975), and Cognitive Load Theory (Sweller, 1988), can inform the design of
interventions, training programs, and user interfaces that align with natural human tendencies. By
leveraging such frameworks, organizations can design systems that not only prevent errors but
also encourage secure behavior as a default. In parallel, the Socio-technical systems perspective
emphasizes the interdependence between people, technologies, and organizational structures.
Originating from studies in industrial sociology, Socio-technical theory posits that effective
systems design must account for both social and technical subsystems (Trist and Bamforth, 1951).
In cybersecurity, this means the alignment of technological defenses with organizational policies,
user workflows, and cultural norms to create resilient and adaptable security environments
(Johnson et al., 2011).

Despite the growing recognition of these principles, many cybersecurity initiatives remain siloed,
either overly reliant on technological controls or superficially incorporating human factors without
deep engagement with behavioral science. This disconnect limits the effectiveness of security
measures and can inadvertently increase risk by alienating users or encouraging workarounds
(Beautement, Sasse, and Wonham, 2008). There is a pressing need for integrated models that
bridge the gap between psychological insight and technical design. Human-centric cybersecurity
represents a paradigm shift that prioritizes usability, trust, and human experience alongside
traditional metrics of confidentiality, integrity, and availability. It calls for interdisciplinary
collaboration among computer scientists, psychologists, human-computer interaction experts, and
organizational leaders to develop security solutions that people can understand, accept, and adopt
effectively (Furnell and Clarke, 2012). This approach does not diminish the importance of
technical safeguards, but rather complements them by addressing the human dimensions of
security.

Key areas where this integration is particularly impactful include secure system design, risk
communication, behavioral training, and incident response. For example, adaptive authentication
systems can balance user convenience with threat assessment, while behavioral nudges can guide
users towards safer practices without coercion (Egelman and Peer, 2015). Similarly, the
incorporation of psychological resilience training can enhance users' ability to recognize and resist
social engineering attempts. In this context, the field of usable security focused on making security
technologies accessible and comprehensible has gained prominence. Yet usability alone is not
enough. A human-centric cybersecurity framework must go further to address motivational factors,
emotional responses, social influences, and organizational contexts. This comprehensive
perspective is essential for the development of sustainable, effective defenses in an increasingly
complex threat landscape (Winkler and Gomes, 2022).
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This article explores the intersection of psychological theory and Socio-technical systems in
cybersecurity. By synthesizing research across disciplines, it aims to advance a human-centric
model that supports both security goals and human well-being. Through case studies, theoretical
analysis, and practical recommendations, the paper seeks to demonstrate how the integration of
human factors into cybersecurity design and policy can enhance resilience, reduce vulnerabilities,
and ultimately foster a more secure digital ecosystem.

2. The Human Factor in Cybersecurity

The human factor has become an increasingly prominent concern in the field of cybersecurity.
Human factor is defined the scientific discipline that is concerned with the understanding of
interactions among humans and other elements of a system, and the application of theory,
principles, data, and other methods to design, for the optimization of human well-being and overall
system performance (Okpala et al., 2023a). While technological defenses such as firewalls,
encryption, and intrusion detection systems are critical, they are often undermined by user
behavior. Many cyberattacks today target human psychology rather than technical flaws, as they
exploit behavioral patterns and cognitive shortcuts. This shift demands a more nuanced
understanding of how people interact with security systems and how their actions influence overall
risk. Table 1 outlined the human factor in cybersecurity, provided a brief description, the
associated risks, and also suggested the mitigation strategies.

Table 1: The human factor in cybersecurity

Human Factor = Description Associated Risks Mitigation Strategies

Cognitive Users have limited capacity to = Ignoring  alerts, using Simplify  user interfaces;

Limitations process complex security weak/reused  passwords, = automate routine tasks; use clear
tasks or warnings. falling for scams. language.

Behavioral People follow habits and Routine unsafe actions like = Implement behavioral nudges;

Patterns shortcuts that may not align = clicking suspicious links or = reinforce positive habits through
with secure behavior. saving passwords. training.

Social Users are vulnerable to Phishing, pretexting, = Regular awareness training;

Engineering manipulation via  trust, baiting attacks. simulate attacks to improve

Susceptibility  urgency, or authority cues. recognition.

Security Users feel overwhelmed by Indifference, Reduce alert frequency; use

Fatigue frequent security demandsand = disengagement, bypassing —adaptive authentication;
decisions. security protocols. prioritize key messages.

Compliance Tension between = Workarounds such as Align policies with workflow;

Dilemmas usability/productivity and = writing passwords down or = involve users in policy design.
strict security policies. using personal devices.

Risk Users underestimate cyber Neglect of best practices; Personalize security messaging;

Perception threats or feel disconnected delayed response to threats. = use real-world examples to
from potential outcomes. build relevance.

Trust Users may over-trust or Falling for fake content; Design  for  transparency;

Imbalance under-trust systems, tools, and = avoiding legitimate security = establish reliable and consistent
communications. updates. systems.

Individual Security behavior varies by = Inconsistent adoption of Offer tailored training; use

Differences

Organizational

age, literacy, experience, and
personality.
Shared values and norms

security practices across
user groups.
Fear of reporting errors;

inclusive, user-aware design.

Promote a blame-free culture;

Culture shape security behavior within = resistance  to  security = reward secure behaviors.
the workplace. initiatives.
User Users may feel disempowered = Passive engagement with Foster engagement through
Empowerment = or uninformed about their role = security; overreliance on IT | education; involve users in
in cybersecurity. teams. decisions.
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Cognitive limitations play a significant role in users' ability to manage security tasks effectively.
People have limited attention spans and mental resources, which makes it difficult to consistently
evaluate risks, understand warnings, or follow complex security protocols. In practice, users often
default to the easiest or most familiar course of action, such as clicking through security alerts or
reusing passwords. These behaviors, while understandable from a cognitive standpoint, can lead
to serious vulnerabilities. Behavioral patterns are also a key avenue through which attackers
exploit human weaknesses. Social engineering attacks like phishing emails and impersonation
tactics prey on trust, urgency, and curiosity. These techniques succeed because they align with
instinctive human responses, which respond to authority, helping others, or acting quickly in
uncertain situations. Users are not always equipped to recognize manipulation in digital formats,
which makes them more susceptible to these forms of exploitation.

Another growing concern is security fatigue, the mental exhaustion users feel when confronted
with constant security demands. From remembering multiple passwords to interpreting warning
messages, users often face a steady stream of decisions that drain their cognitive and emotional
resources. Over time, this can result in indifference toward security prompts or deliberate non-
compliance, especially when users perceive security tasks as interfering with productivity.
Compliance, in this context, is not merely about following rules, but navigating competing
demands. Employees frequently encounter tensions between performing their primary job
responsibilities and adhering to security protocols. When security procedures are overly rigid or
poorly integrated into workflows, users may develop workarounds that prioritize convenience over
safety. These behaviors are typically driven by necessity rather than malicious intent but still
introduce risk.

Risk perception is another factor that heavily influences user behavior. Many individuals view
cyber threats as abstract or unlikely, particularly if they have not experienced a breach firsthand.
As a result, they may disregard security advice or underestimate the consequences of poor security
habits. Effective security communication should therefore not only present information clearly,
but also make threats feel relevant and personally meaningful. Trust also plays a dual role in
cybersecurity. While some level of trust in systems and communications is necessary for digital
interaction, too much trust can lead users to fall victim to fraudulent messages or deceptive
websites. Conversely, a lack of trust can discourage users from engaging with legitimate security
mechanisms or reporting suspicious activity. Striking the right balance is essential and often
influenced by interface design, prior experience, and organizational culture. It is also important to
recognize that individuals vary in their security behavior. Factors such as age, education, digital
literacy, and personality influence how users perceive and respond to cybersecurity threats. A one-
size-fits-all approach to training or awareness may not be effective. Instead, targeted interventions
that account for user diversity are more likely to lead to lasting improvements in behavior.

Organizational culture significantly shapes the way users approach cybersecurity. In workplaces
where security is embedded in values, openly discussed, and supported by leadership, employees
are more likely to take ownership of their role in maintaining security. On the other hand,
environments that are punitive or dismissive of human error may discourage open communication
and foster risky practices. The ability to address the human factor in cybersecurity requires systems
that support, rather than burden, the user. This involves designing processes and interfaces that
align with natural human behavior, minimizing cognitive demands, and fostering a culture of
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shared responsibility. Rather than treating users as liabilities, organizations should view them as
partners in a collective effort to build a more secure digital ecosystem.

3. Socio-technical Systems Approach

The increasing complexity of cybersecurity challenges has brought renewed attention to the Socio-
technical systems approach, which is a framework that acknowledges the interdependence between
social and technical components in any system. Originally developed in the 1950s in the context
of industrial work environments, the Socio-technical approach emphasizes that technological
systems cannot function optimally unless they are integrated with human processes, behaviors,
and organizational structures (Trist and Bamforth, 1951). In cybersecurity, this perspective
encourages a move beyond purely technical solutions, urging the design of systems that account
for how people work, think, and interact. A key tenet of the Socio-technical approach is that
systems must be designed with both human and technical subsystems in mind. This stands in
contrast to traditional security frameworks that prioritize control and automation without fully
considering user experience or organizational context. When users encounter security mechanisms
that are poorly aligned with their workflows like complex password protocols, disruptive
authentication methods, or excessive security prompts, they often resort to insecure workarounds
(Sasse et al., 2001). These workarounds highlight the importance of harmonizing human behavior
with system design from the outset.

System design rooted in human-centered engineering principles can significantly improve both
usability and security outcomes. Human-centered design considers users’ cognitive limitations,
preferences, and environments to create systems that facilitate, rather than obstruct, secure
behavior. For instance, a well-designed user interface that simplifies choices and communicates
risk clearly can help users to make better decisions in real-time. Additionally, adaptive systems
that respond to user behavior by escalating security only when necessary, can reduce friction
without compromising safety (Norman, 2013). This approach aligns security with human
psychology, rather than expecting users to adapt to rigid systems. From a Socio-technical
standpoint, the integration of human factors into cybersecurity also means recognizing and
designing for variability. No two users or organizations are the same. People have different levels
of digital literacy, risk perception, and motivation. Systems that ignore these differences risk the
alienation of users or excluding key stakeholders. By embedding flexibility into system design
such as the offering of different authentication pathways, or contextual security prompts,
organizations can improve compliance and reduce vulnerability.

Organizational culture is another crucial dimension of the Socio-technical approach. Culture
shapes how security is perceived, prioritized, and practiced within a workplace. A punitive or fear-
based culture may discourage incident reporting and transparency, while a culture that promotes
learning, accountability, and shared responsibility can enhance collective security behavior
(Schlienger and Teufel, 2003). Leaders play a key role in modeling secure practices, and foster
open communication, and also ensure that cybersecurity is embedded in everyday routines, and
not treated as an isolated IT function. Security behavior is also influenced by broader
organizational systems, including training practices, communication channels, and leadership
structures. One-off awareness sessions or rigid policies are rarely sufficient. Instead, organizations
must build dynamic Socio-technical systems that evolve with threats and user feedback. This
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includes continuous learning mechanisms such as simulations, post-incident reviews, and
behavioral audits that help to refine both technical defenses and human responses over time.

The Socio-technical systems approach also supports the principle of resilience, which is the
capacity of systems and users to adapt to, respond to, and recover from cyber threats. Rather than
aiming solely for error prevention, resilient Socio-technical systems are designed to detect weak
signals, support user recovery, and improve over time. This adaptability requires collaboration
between technical teams, human resources, management, and end users, thereby reinforce the need
for interdisciplinary efforts in cybersecurity design and governance. Table 2 summarized the core

dimensions of the Socio-technical perspective as it relates to cybersecurity.

Table 2: Socio-technical systems approach in human-centric cybersecurity

Component Description Cybersecurity Relevance Key Considerations
Social Human actors, behaviors, Determines user Foster positive security
Subsystem communication, and = compliance, awareness, and = culture; engage users in co-
organizational culture. behavior towards security = design; address cognitive
policies. factors.
Technical Tools, infrastructure, software, Provides the technological Ensure  usability  and
Subsystem and technical security = backbone for enforcing @ transparency of tools; avoid
mechanisms. security  measures and = over-reliance on
monitoring threats. automation.
Human- Interface and interaction between = Affects how users respond = Design for clarity, minimal
Technology users and systems. to prompts, warnings, and cognitive load, and
Interaction authentication processes. accessible interfaces.

System Design
and

Structuring systems that account
for both technical and human

Enhances resilience and user
adherence through

Apply user-centered design
and iterative testing.

Engineering requirements. inclusive, adaptive design.
Organizational = Shared values, norms, Shapes attitudes toward @ Align security goals with
Culture leadership, and accountability = cybersecurity and incident organizational priorities;
structures. response behavior. promote reporting without
blame.
Policy and Rules, compliance frameworks, Establishes  expectations, Develop behaviorally
Governance leadership, and decision-making enforces accountability, and = informed and adaptable

protocols. defines acceptable = policies; ensure stakeholder
behaviors. engagement.
Feedback and Mechanisms  for  learning, = Supports ongoing = Incorporate feedback loops;
Adaptation adjustment, and system evolution =~ improvements to policies, monitor behavior; support
based on real-world use. training, and systems based continuous improvement.
on user feedback.
Contextual Environmental, industry- = Influences  how  users Tailor solutions to specific
Factors specific, cultural, and situational = perceive risks and respond ' settings; avoid one-size-fits-

variables affecting system use.

to security protocols.

all approaches.

In conclusion, adopting a Socio-technical systems approach in cybersecurity shifts the focus from
isolated technological fixes to holistic solutions that integrate human and organizational realities.
This paradigm enhances both security effectiveness and user engagement through the alignment
of tools, policies, and behaviors. As cyber threats continue to evolve, organizations that embrace
this approach will be better positioned to build secure, adaptable, and human-centered digital
environments.
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4. The Human-Centric Cybersecurity Framework

The digital age has ushered in unprecedented convenience and connectivity, but it has also brought
growing cybersecurity challenges (Okpala, 2025b). As cybersecurity threats grow in complexity
and scale, organizations are increasingly recognizing that technical solutions alone are insufficient.
A human-centric cybersecurity framework offers a multidisciplinary approach that integrates
psychological insights, behavioral science, and Socio-technical system principles. It prioritizes the
user as a core component of cybersecurity infrastructure, and acknowledges that behavior,
motivation, and organizational context are just as critical as technological controls in maintaining
security. Table 3 outlined the key components of the framework, their roles, and how they
contribute to resilient and user-aligned cybersecurity.

Table 3: The human-centric cybersecurity framework

Framework Description Cybersecurity Implementation
Component Contribution Considerations
Behavioral Identification and analysis = Enables targeted = Use surveys, simulations, and
Diagnostics of user behaviors, cognitive = interventions and informs the ' behavioral  analytics to

User-Centered
Design

Organizational
Alignment

Adaptive Security
Systems

Feedback Loops

Security-Aware
Culture

Measurement and
Metrics

Cross-
Disciplinary
Integration

patterns, and risks.

Designing interfaces, tools,
and workflows that align
with user needs and limits.

Integrating  cybersecurity
into broader organizational
values, structures, and
goals.

Systems that respond to
user behavior, context, and
cognitive load in real time.
Continuous mechanisms for

collecting input and
refining  policies  and
systems.

Promoting awareness,
norms, and positive
attitudes toward

cybersecurity.
Tracking human-centered

security outcomes (e.g.,
compliance, resilience,
trust).

Collaboration across

psychology, cybersecurity,
design, and policy fields.

design of wusable security
policies.

Improves usability, reduces
error rates, and enhances
security compliance.

Encourages shared
responsibility and embeds
security into the culture and
operations.

Increases effectiveness and
personalization of security
controls without user burden.
Ensures that cybersecurity
strategies remain relevant
and user-informed.

Builds trust and encourages
proactive security behavior
across the organization.

Provides insight into
effectiveness and informs
policy and design
adjustments.

Enhances innovation and
ensures holistic
understanding of security
challenges.

uncover user pain points.

Apply  HCI  principles;
prioritize clarity,
accessibility, and minimal
friction.

Align leadership, HR, IT, and

compliance teams; reward
secure behavior.
Use contextual cues,

behavioral triggers, and risk-
based authentication.
Establish reporting channels,

user testing, and incident
debriefs.
Deliver regular, engaging

training and empower users
to report and respond.

Include human-behavior
KPIs in performance
evaluations and audits.

Form interdisciplinary teams
and research collaborations.

A foundational element of this framework is behavioral diagnostics, which is the systematic study
of how users interact with security systems, policies, and interfaces. Behavioral diagnostics aim to
identify the root causes of insecure behavior by analyzing patterns, habits, and decision-making
contexts. For instance, recurring errors such as clicking phishing links or using weak passwords
are often symptomatic of deeper issues like poor risk communication, habitual responses, or
environmental pressures (Parsons et al., 2010). By diagnosing the behavioral landscape,
organizations can design targeted interventions rather than applying generic training. User-
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Centered Design (UCD) is another pillar of a human-centric approach. UCD emphasizes the
creation of systems and interfaces that align with users’ needs, limitations, and workflows. When
security mechanisms are intuitive and minimally disruptive, users are more likely to comply
without resistance or error. For example, simplifying authentication processes, contextualizing
warnings, and reducing alert fatigue can all enhance user cooperation. Rather than forcing users to
adapt to rigid systems, human-centric design ensures that security solutions adapt to users
(Norman, 2013).

Closely linked to UCD is the concept of cognitive ergonomics, which focuses on reducing mental
effort and optimizing decision-making. Ergonomics examines not only the passive ambient
situation, but also the unique advantages of the human operator and the contributions that can be
made if a work situation is designed to permit and encourage the person to make the best use of
his or her abilities (Okpala and Ihueze, 2017; Okpala et al., 2025a; Godwin and Okpala, 2013). In
cybersecurity, this means designing systems that support recognition over recall, reduce
complexity, and guide users through secure actions without requiring deep technical knowledge.
This cognitive support is especially important in high-stress or time-sensitive environments, where
users are prone to errors due to cognitive overload or attentional lapses. Beyond individual
interactions, the alignment of cybersecurity with organizational values and goals referred to as
organizational alignment is essential for sustained security behavior. When security policies are
misaligned with productivity, communication, or performance expectations, users may feel
compelled to circumvent them. Organizational alignment involves embedding security into
everyday workflows, performance metrics, and leadership practices, by ensuring that users see
security as part of their job rather than a barrier to it (Beautement et al., 2008).

Another critical component of a human-centric framework is the establishment of feedback loops,
which are mechanisms that allow users to receive timely responses to their actions and also provide
input on security processes. Feedback, whether in the form of alerts, confirmations, or performance
data, enables users to understand the consequences of their choices and adjust behavior
accordingly. At an organizational level, feedback loops can include regular user surveys, incident
reports, and behavioral analytics that inform policy refinement and training needs. Adaptive
security systems are a natural extension of feedback-based frameworks. These systems evolve
based on user behavior, environmental cues, and emerging threats. For example, risk-based
authentication can respond dynamically to unusual login behavior without imposing burdens on
routine activity. Such adaptability enhances both usability and protection by tailoring security
responses to context, rather than the enforcement of a one-size-fits-all model (Egelman and Peer,
2015).

Effective communication strategies also play a crucial role in a human-centric framework. Users
are more likely to engage with and internalize security messages that are relatable, emotionally
resonant, and contextually relevant. Plain language, visual cues, and narrative examples can
improve comprehension and retention of cybersecurity guidance. Moreover, consistent and
transparent communication builds trust, which is essential for long-term engagement and
cooperation in security practices. Finally, a robust human-centric cybersecurity framework
requires ongoing evaluation and iteration. Threat landscapes evolve, as do user behaviors and
organizational structures. Regular assessments of user experience, behavioral outcomes, and
security effectiveness are necessary to maintain relevance. This iterative process reinforces the
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Socio-technical principle that both systems and people must co-evolve to meet emerging
challenges.

5. Policy and Governance Implications

The integration of human-centric principles into cybersecurity strategy carries significant
implications for policy and governance. Traditional cybersecurity policies have largely focused on
technical standards, compliance requirements, and threat mitigation strategies that often overlook
human and organizational dimensions. However, as cyber incidents increasingly exploit human
behavior rather than technical flaws, governance models must evolve to incorporate behavioral,
psychological, and Socio-technical considerations into their frameworks (Sasse, Brostoff, and
Weirich, 2001). Table 4 highlighted key policy areas, their implications, and strategic
considerations for the implementation of a more human-centric approach to cybersecurity
governance.

Table 4: Policy and governance implications in human-centric cybersecurity

Policy Area Implication Strategic Considerations

Behaviorally- Policies should reflect real-world user = Use insights from behavioral science (e.g.,
Informed Policy behavior and psychological limitations. nudge theory) to shape secure user behavior.
Inclusive Policy | Engagement of diverse stakeholders Involve end-users, designers, psychologists,

Development
Accountability and

enhances relevance and adoption.
Clear roles and responsibilities improve

and legal experts in policy creation.
Assign  cybersecurity accountability  at

Ownership enforcement and compliance. executive and departmental levels.
Dynamic and | Static policies quickly become outdated in = Implement flexible, update-ready
Adaptive evolving threat landscapes. governance models with feedback loops.
Regulation

Privacy and Ethical | Human-centric security must balance Adopt transparent data collection practices
Standards protection with user autonomy and privacy. = and embed ethical review in governance.
Training and | Security awareness should be a continuous, = Mandate regular, tailored training with
Education policy-supported organizational process. measurable outcomes across all levels.
Mandates

Integration into | Security policies must be embedded in  Link human factors and behavior-related
Risk Management | broader enterprise risk strategies. risks into organizational risk assessments.
Enforcement and Effective governance combines ' Use rewards for secure behavior and
Incentives enforcement with behavioral incentives. sanctions for negligence, grounded in fair

process.

One critical implication is the need for behaviorally informed policy development. Cybersecurity
policies often assume that users behave rationally and have the time, motivation, and knowledge
to comply with security protocols. In reality, users operate under cognitive limitations and
competing priorities, which can lead to unintentional non-compliance. Policy-makers must
therefore consider how policies align with actual human behavior and design them to support,
rather than penalize, secure practices. For instance, the simplification of password policies, offer
of usable alternatives like password managers, or the implementation of risk-based authentication
can improve compliance without compromising security (Beautement, Sasse, and Wonham, 2008).
Governance structures also need to support distributed responsibility. In many organizations,
cybersecurity is seen as the sole domain of the IT department, which leaves end-users
disempowered and disengaged. A human-centric governance model encourages shared
responsibility, where all stakeholders including leadership, HR, communications, and end-users
participate in building a secure culture. Leadership, in particular, plays a key role by modeling

60| Onukwuli et. al.,2025/1JIPE



IJIPE Vol.3 No.4 (2025)

security-conscious behavior, allocation of resources for awareness programs, and fostering of a
culture of transparency and accountability (Schlienger and Teufel, 2003).

Furthermore, governance must adapt to the dynamic nature of Socio-technical systems. Policies
that are rigid or one-size-fits-all are unlikely to remain effective in rapidly evolving digital
environments. Instead, adaptive governance models that incorporate continuous feedback,
behavioral monitoring, and flexible response mechanisms are required. This may involve the
implementation of feedback loops through user engagement surveys, incident response debriefs,
and data analytics to evaluate policy effectiveness and adapt to changing user needs and threat
landscapes (Johnson, Ekstedt, and Lagerstrom, 2011). Regulatory compliance must also shift
towards a more human-aware orientation. Existing cybersecurity regulations like General Data
Protection Regulation (GDPR), Health Insurance Portability and Accountability Act (HIPAA), or
National Institute of Standards and Technology (NIST) frameworks emphasize technical and
procedural safeguards but often lack specific guidance on how to incorporate user-centered or
behavioral security measures. Policymakers should consider including provisions that require
human factors risk assessments, usability evaluations of security tools, and user training
effectiveness metrics. Such integration can drive industry-wide adoption of human-centric
practices and ensure that compliance efforts are meaningful and effective.

Another governance consideration is the importance of ethical oversight in the use of behavior-
influencing technologies. As organizations increasingly employ nudges, behavioral analytics, and
Acrtificial Intelligence (Al)-driven monitoring to shape user behavior, there must be clear policies
governing transparency, consent, and data privacy. Al is defined as an array of technologies that
equip computers to accomplish different complex functions like the capacity to see, comprehend,
appraise and translate both spoken and written languages, analyze and predict data, make proposals
and suggestions, and more (Okpala et al., 2025b; Okpala and Udu, 2025a; Okpala and Okpala,
2024). In manufacturing, Al-driven automation systems like robotic assembly lines and quality
control technologies, ensure that each product adheres to customer specifications without
sacrificing production efficiency (Okpala and Udu, 2025b; Ezeanyim et al., 2025; Okpala et al.,
2025c¢). In an era that is characterized by rapid technological advancements, the integration of
artificial intelligence into diverse industries has emerged as a transformative force that reshapes
traditional paradigms and drive unprecedented innovation (Okpala et al., 2023b). Human-centric
cybersecurity must not only protect users from external threats but also ensure they are respected
and empowered within the systems designed to secure them (Winkler and Gomes, 2022).

Finally, effective cybersecurity governance should promote interdisciplinary collaboration across
policy, technical, and human sciences. The development of comprehensive governance
frameworks requires input from cybersecurity professionals, behavioral scientists, user experience
designers, legal experts, and organizational leaders. This cross-functional approach helps to ensure
that policies are grounded in both technological realities and human-centered considerations,
thereby leading to more resilient and adaptable cybersecurity ecosystems. In conclusion, aligning
cybersecurity policy and governance with human-centric principles demands a shift in both
mindset and structure. Rather than treat human behavior as a problem to control, governance
models must support, empower, and engage users as integral components of secure systems. This
approach not only enhances security effectiveness, but also fosters trust, usability, and
organizational resilience in the face of evolving cyber threats.
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6. Future Research Directions

As cyber threats continue to evolve in sophistication and scale, the imperative for a human-centric
cybersecurity paradigm becomes increasingly urgent. Without a cohesive framework for ensuring
secure inter-device communication and authentication, adversaries can exploit weak links to
compromise the network (Okpala, 2025c). While significant strides have been made in the
integration of psychological and Socio-technical insights into security practices, several research
gaps remain. These gaps represent critical opportunities for advancing both theory and practice in
the field. Future research must be oriented towards empirically grounded, interdisciplinary inquiry
that bridges human behavior, system design, and governance. Table 5 outlined critical emerging
areas of inquiry, their significance, and suggested research approaches.

Table 5: Future research directions in human-centric cybersecurity
Research Area

Quantifying Cognitive Biases
in Security Behavior

Evaluating Gamified Security
Training

Developing Adaptive Systems
for User Context and Cognitive
Load

Integrating Security Metrics

into Organizational
Performance
Building  Cross-Disciplinary

Policy Frameworks

Exploring Ethical Boundaries
of Behavioral Security
Technologies

Studying Security Fatigue and
Overload

Modeling Socio-technical
System Resilience

Significance

Understanding how specific biases (e.g.,
optimism  bias, habituation) affect
decision-making.

Assessing whether game-based learning
improves retention, engagement, and
compliance.

Creating systems that dynamically adjust
security requirements based on user state
and environment.

Embedding human-factor indicators into
business KPIs to promote accountability
and visibility.

Bridging gaps between cybersecurity,
psychology, law, and organizational
science in policy design.

Balancing effectiveness with respect for
autonomy, consent, and privacy.

Investigating how repetitive alerts and
controls may reduce user compliance
over time.
Understanding how human and technical
subsystems recover from or adapt to
breaches.

Suggested Research Approaches
Experimental studies, behavioral
simulations, and field observations.

Randomized  controlled  trials
(RCTs), longitudinal evaluations,
user analytics.

User modeling, real-time context
sensing, and adaptive interface
design.

Case studies, organizational audits,
cross-sectional surveys.

Interdisciplinary research teams,
policy labs, participatory design
workshops.

Normative analysis, stakeholder

interviews, ethical impact
assessments.

Diary studies, cognitive load
testing, alert usability evaluations.
System  dynamics  modeling,
resilience metrics, post-incident
reviews.

A pressing area for future research involves the quantification of the impact of specific cognitive
biases on cybersecurity behavior. Although prior work has identified cognitive limitations and
heuristic shortcuts as contributing to poor security choices, such as ignoring warnings or reusing
passwords, there remains a lack of precise understanding of which biases most frequently affect
decision-making in different contexts. For example, optimism bias may lead individuals to
underestimate their personal risk of cyberattack, while confirmation bias may prevent users from
questioning suspicious but expected communications (Kahneman, 2011). The development of
validated instruments and controlled experiments to measure these effects will enable the design
of more targeted interventions. Another important line of inquiry concerns the efficacy of gamified
security training. Traditional awareness programs often suffer from low engagement and minimal

62| Onukwuli et. al.,2025/1JIPE



IJIPE Vol.3 No.4 (2025)

retention. Gamification, which is the incorporation of game elements like points, challenges, and
storytelling, has shown promise in increasing user motivation and long-term behavioral change.
However, empirical evidence on its effectiveness remains mixed and context-dependent
(Arachchilage and Love, 2014). Future studies should use longitudinal designs to evaluate
gamified training across different user populations, organizational settings, and threat scenarios
for the identification of best practices and potential limitations.

Closely related to user engagement is the development of adaptive cybersecurity systems that
respond to user context and cognitive load. Rather than enforcing uniform security controls,
adaptive systems adjust their responses based on real-time factors such as user behavior, stress
levels, or task complexity. For instance, security warnings could be delayed or simplified during
periods of high cognitive load, or access protocols could become more stringent if unusual user
behavior is detected. Research is needed to explore how such systems can be designed, validated,
and integrated without compromising user autonomy or privacy (Egelman and Peer, 2015).
Moreover, integrating security-related metrics into organizational performance assessments
represents a critical but underexplored area. Most organizations separate cybersecurity compliance
from broader performance indicators. This detachment limits accountability and weakens
organizational alignment. Future research should investigate frameworks for embedding security
behaviors and incident response capabilities into performance evaluations, promotion criteria, and
strategic planning. Doing so would reinforce security as a shared organizational responsibility
rather than an isolated technical concern (Schlienger and Teufel, 2003).

There is also a need to explore behavioral economics and decision science frameworks in
cybersecurity policy design. While traditional models assume rational behavior, behavioral models
account for inconsistencies, biases, and bounded rationality. Researchers should examine how
principles like loss aversion, framing effects, or choice architecture can inform security policy and
design. For instance, reframing mandatory security updates as personal protections rather than
organizational mandates may lead to higher compliance. In parallel, advancing methodologies for
measuring human-centered security effectiveness is essential. Many current evaluation techniques
focus on technical outcomes such as malware detection or system downtime. However, human-
centric cybersecurity calls for metrics that assess user trust, task completion under secure
conditions, and resilience to social engineering. Developing standardized, cross-industry
benchmarks will allow researchers and practitioners to better assess what works, and what does
not in protecting human elements of systems.

Interdisciplinary collaboration will be critical in addressing these challenges. There is a growing
need for cross-disciplinary partnerships between behavioral scientists, cybersecurity experts,
designers, educators, and policy-makers. Such partnerships can foster innovation in research
methods, policy frameworks, and practical applications. For example, co-designing policy
instruments with end-users and behavioral experts can ensure policies are both effective and
empathetic to user needs (Winkler and Gomes, 2022). Collaborative research labs and consortia
can also accelerate knowledge transfer between academia and industry. Future research should
also investigate the ethical and privacy implications of human-centric security technologies. As
systems become more personalized and adaptive, the line between protection and surveillance can
blur. There is a need for robust ethical guidelines and user-centered consent models that balance
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risk mitigation with individual rights and agency. Researchers must evaluate the long-term social
impact of these technologies, particularly in workplace and public-sector settings.

Additionally, the field would benefit from research on diverse user populations and contexts,
especially in under-represented regions and vulnerable communities. Much of the current literature
focuses on corporate or Western contexts, potentially overlooking unique challenges in low-
resource environments, educational institutions, or populations with limited digital literacy.
Inclusive research practices can uncover novel risk patterns and culturally responsive interventions
that expand the global relevance of human-centric cybersecurity models. In summary, the future
of human-centric cybersecurity research lies in its ability to quantify behavioral dynamics,
personalize system responses, integrate with organizational performance, and foster inclusive,
cross-sector collaboration. Addressing these research directions will deepen our understanding of
how people interact with security systems, and ultimately, lead to more resilient and humane
digital infrastructures.

7. Conclusion

The evolving cybersecurity landscape underscores the urgent need for approaches that extend
beyond technical controls to encompass the human and organizational dimensions of security. This
article has examined the pivotal role of human-centric strategies in strengthening cybersecurity
systems, it emphasized on the integration of psychological insights and Socio-technical principles.
By acknowledging and addressing cognitive limitations, behavioral patterns, and socio-
organizational dynamics, security practitioners and policymakers can design systems and
interventions that better align with real-world user behavior. Through a comprehensive exploration
of human factors, Socio-technical systems, policy implications, and emerging research directions,
this work reinforces the view that cybersecurity is as much a human challenge as it is a technical
one. User-centered design, behavioral diagnostics, adaptive technologies, and cross-disciplinary
collaboration must become foundational elements in the development and governance of secure
digital environments. Furthermore, embedding security into organizational culture and
performance metrics ensures that it is not treated as a peripheral concern but as an integral part of
day-to-day operations.

Looking ahead, future research must continue to bridge the gap between disciplines including
psychology, human-computer interaction, cybersecurity, and organizational science, in order to
develop holistic and ethically grounded frameworks. As digital systems grow in complexity and
ubiquity, prioritizing human needs, motivations, and limitations will be key to building sustainable
cybersecurity practices. Only by embracing a truly human-centric perspective can the practitioners
hope to foster resilient, secure, and user-aligned digital ecosystems.
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